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Introduction

This document describes the steps to block P2P applications from the AdminSecure
console.

Since applications are blocked by defining TruPrevent security policies, the computers
on which you want to apply the policies must have TruPrevent.

This document describes several ways of blocking applications so administrators can
choose the one that best suits their needs.

Although the current document is based on P2P applications, the information applies
to other applications.
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P2P applicati

1. Prevent P2P a

on blocking

pplications from running

This procedure allows administrators to define a list of applications that cannot be run

on selected comput

To do so, in the Ad

ers.

minSecure console select the computer or group of computers you

want to prevent applications from running on.

4 AdminSecure Console 2007 (Server:

File Edt Wiew Protection Tools

17 Install protection (38 Uninstall protection
Control panel
Information monitors
@ Dashboard
bl Activicy
E\ﬂ Jobs and Scans

E‘é] Events lag

Show data for, ..
=] ﬂlp My organization
[ Lost and found

W2KS_ADMIN) (User: W2KS_ADMIN\ADMINISTRADOR)

1] x|

Help

© Update ;3 Distribute communications agent [, Incude content of subgroups ﬂ Automatic exclusions and removals. ..

Windows Workstations status
| Module

Switch to category view El
| Enabled

| Praduct installed | Threat signature

| Last connection
F: a

far

Switch to view of computers by IP

I
G Control panel

&

= Installation and update
4 _ .
ﬁ Protection settings
m Quarantine Protection Inztalled Enabled Updated I;
- = Pratection : Antivius
) Audit HTTP antivius protection v v v
Email and messaging protection v v Vv | |
@ Reports File protection v + +
| Protection : TruPrevent

a Services TruFrevent + 4 e

% || =1 Protection : Cantent Filer AL

- Details + Wes ¥ Mo Parlially

1 of 1 item(s) selected

Once you have selected the computers, modify the protection settings.
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Secure Console 2007 (Server: W2KS_ADMIN) (User: W2KS_ADM|
File  Edt  Wiew

[Z-} Install protection P\H Uninstall pratection e Update ‘;5 Distribute communications agent |, Include content of subgroups ﬂ Automatic exclusions and removals., .,

DMINISTRADOR)

=lalx|

Protection  Tools  Help

Swilch lo category view El
| Enabled

Windows Workstations status

Control panel

Information monitors

@ Dashboard
alall Activicy

_,EA Jobs and Scans

L ==] Events log

Shaw data for, ..

B-ﬂp My arganization

(9 Lost and found

£ Windows Servers

| Threat signature | Last connection

1:10 P

| Product installed

WwHP_DESKTOP Install protection, ..
Uninstall protection,..

Update protection...

Madify settings...

< |

il p2== o

Switch to view of computers by

TIIIIT
@ Control panel

Scan Windows servers, ..

Scan Windows workstations. ..

Add subgroup Ins
Unda group

3 Installation and update

Change name
,.".‘;L’ Protection settings

Madify rules. ..
m Quarantine ) Uninstall the communications agent Installed Enabled Updated IL
) Audit X Delete v v v

Refresh computer inFormation v v v —
@ Reports ' V' V'

Mowe modules to group
‘ Services Refresh tree FS v v +

-
- “ Details  Yes X Moo Partially

1 of 1 item{s) selected

Go to TruPrevent Settings, since TruPrevent allows you to configure the blocking of
applications, etc.
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Protection for Windows workstations: TruPrevent

Platforms
22 wWindows 9xfNT4 workstations —
i o ! General |Warnings | Policies |
= Ankivirus
» Files Protection skaktus
= Mail
. TruPrevent g TruPresvent enhances the protection offered by wour ankivirus through a
series of new technologies For detecting unknown threats,
= Content Filker w
= MetworkSecure
- Anti-spam Enable TruPrewent protection
#  Windows workstations
= Ankivirus
= Files

= Mail and messaging
= HTTP pratection

| FuHrevent
= Content Filker
= MetworkSecure
= Anti-spam

Show/hide containers. .,

[ Ok J [ Restare ] [ Cancel

In the TruPrevent settings, select the Policies tab and click Security policies.

Page 7 of 42




_ialx

Platforms
B wWindows 9:/MT4 warkstations
w4 o ! General | Warnings |
Ankivirus
Files Security policies
Pl 7
TruPrevent L D Specify the security policies vou want to apply and the order in which
Content Filker = wou want ta apply them,
MetworkSecure
&nki-spam Marne Description ”~
@ Windows workskations e} BlackIntru,.,  IDS Palicy
Antivirs "ed BaseWind.. Base ‘Windows Palicy
Files "ed MT (NT, ... NT(NT, %P, 2K, 2k3) Spedial Rules...

rail and messaging
HTTP protection

Base Wind...  Base Windows Firewall Policy
MT (MT, %...  MT(NT, %P, 2K, 2K3) Svstem Fire...

-

EEEEEEE
EEEEEC

TruFrevent "ed wWoxsped... WO System Firewal Paolicy

Content Filter "_—E Base Deskt,..  Deskiop Policy w
MebworkSecure N
Anti-spam Wiew rules applied from all policies 1./

Security policies ]

Show/hide containers. .,

[ Ok ] [ Restare ] [ Cancel

The list of security policies predefined by Panda and those defined by the user are
displayed. To define a new security policy, click Create new policy.
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§ Security policies

<

Security policies

Black Intruders Rules (IDS atk
Base Windows Svstems

MT (NT, ¥P, 2K, 2K3) Special
Base Windows Firevall

MT (NT, %P, 2K, 2K3) special
Wl special System Firewall B
Base Desktops

Base Servers

Inkernet Infarmation Server
SGL Server

Exchange Server

application Rules Winda
Application Rules WintE
application Rules WinlT Serv
Application Rules Win2k
Application Rules 'WinxP
application Rules Winzks
Application Rules WinZk3

| |>

Create new policy

‘o can configure Ehe rules that will be applied ta this uset's palicy.

=lolx]

Containers and rules

= [#]}  EBlock Intruders

"_—5 Default block intruders rule DH
%3 Default black intruders rule DH

Summary of "Block Intruders

Description:
DS Policy Container

oK | ’ Restare

] [ Cancel

Enter the name of the policy and a description (optional).

€ Create new policy |

Marne:

Corporate Palicy

Description:

Corporate Palicy

Ik l [ Cancel

Once the policy is created, you have to create a container that groups the set of rules
to be defined, in this case, to block P2P applications. To do so, click New container.
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§ Security policies =10l

Security polidies Configure security policy 'Corporate Policy'

¥]7*2  Block Intruders Rules (1D ath
Base Windows Syskems

MT (NT, %P, 2K, 2K3) Special Containers and rules
Base Windaws Firewall

MT (MT, %P, 2K, 2K3) special
Wi special Syskem Firewall A
Base Deskbops

Base Servers

(-t

‘ou can configure the rules that will be applied ko this user's policy,

&
a

(6>
a

“(-“(- (-.\(“(“
EE LR R Ry L e

Internet Information Server
SOL Server

Exchange Server

Application Rules Winds
application Rules \WinME
application Rules WinMNT Serw
Application Rules WinZk
application Rules \WinkP
application Rules winzks
Application Rules Winz2ks

Corporate Policy Mew container

-‘(.‘(.‘(
e

W

'.:

-‘(
CF LN

.‘(.‘ .‘(.‘(-‘(
CFANEF LREF ISP LREF LW

REEERE
€

.16

| | >

Create new policy Showhide containers. ..

[ Ok, J [ Restore ] ’ Cancel

Enter the name of the container and a description (optional).

€} Create rule container il

Marme:

Corporate Container

Description:
Corporate Container

[ Ok J [ Cancel

Once the container is created, you have to create a rule which will allow you to
configure the applications to be blocked. To do so, click New rule.
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§ Security policies ol x|
Security policies
@7} Block Intruders Rules (105 ath
You can configure the rules that will be applied ko this user's policy.

"} Base Windows Systems o PR poicy
=% NT (NT, %P, 2K, 2K3) Special Containers and rules
@73 Base Windows Firswall = S Summary of "Corporate Container
@172 NT (T, ¥R, 2K, 2K3) special =
[#]%*} wWox sperial System Firewall R Renamne Description:

%) Corporate Conkainer
"_'s Base Desktops Delete container
':{ EEERECRTE ) Hide coptsiner
% Internet Information Server
@)% 5oL Server Mew rule

L5
,‘{ Excl‘:angle server ) Move to beginning
% Application Rules Windg
[#%3 application Rules WinME Mawe to a higher position
v]"#3  application Rules WinMT Serw ove bo a lawer position

"} ppplication Rules WinT 5 Move bo a | iti
"3 application Rules Winzk Mave ko end
[Z]"}  application Rules Winxp ~
"_-E application Rules Winzks
"_-E application Rules Winzks
[*]82 Corporate Policy
< | | *

Create new policy Show/hide containers. ..
(o4 l [ Restore ] [ Cancel

Then, select the type of rule to be created. In this case, control access to files.

§ Rule type

Fule bype

Specify the bype of rule you wank to create:

acc

Conkrol

x|

ik ] [ Zancel

The aim of this rule is to prevent the P2P applications in the list from

running when

they are launched by other applications (Windows Explorer, etc.). To do so, once you
have selected a description of the rule, configure the action to take if the rule is met.

In this case, select Deny.
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# Create new control access to files rule

Rule description: | PZP: Deny Run

Severity level: | Nl V|

Rule description

Take the following action:

| Deny b

wifan e folowing aoplicafians.:

i the security confext of Bhe folowing wrer profies:
* |

arg frping fo carey out ang af (1 folomeng oparafians:

| L
L]

] Fun ] create Load Inject code
[] read ] Madify Finish
an fe fofomeng flas.

| L

Create an entry in the report whenever a rule is met,

[ 0K ] [ Cancel ]

Select the applications that can launch P2P programs. In the example, Windows
Explorer or other applications. To do so, click “...” and select “*” to indicate any

application.
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# Create new control access to files rule

Fule description: | PzP: Deny Fun |

Severity level: | il v|

Fule description

Take the following action:

| Deny b

wif1an Ehe folowing aoplicafians.:

i &he Fecunty confext of fe foloning weer profias,
E L]

arg frpng fo care)y out ang af fha folaming oparafians:

[ ] Run [] create Load Inject code
[ ] read [ ] Madify Finish
an fe folomeng flas.

| L

Create an entry in the report whenever a rule is met.

§ Selection of applications x|

Selected applications

Erbar the walues directly in the list or use the selection buttons.

B

Find files. .. ] [ add group... ] [ Manage groups. .. ]

MOTE: The wildcards *, ¥ and £ can be used in the lisk,

[ 8] 4 l [ Cancel ]

Select the operation of the P2P application that must be denied, in this case, Run.
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# Create new control access to files rule |

Rule description: | PZP: Deny Run |

Severity level: | Nl v|

Rule description

Take the following action:

| Deny b

wifan Ehe folowing aoplicafians.:

[* |

i the security confext of Bhe folowing wrer profies:
E .

arg frping fo caney out ang af (1 folomeng oparabians:

Fun: ] create Load Inject code
T Head ] Madify Finish
an fe fofomeng flas.

| oL

Create an entry in the report whenever a rule is met.

[ Ok l [ Cancel ]

Finally, configure the list of applications you want to prevent from running. To do so,

click “...” to access the file selection window.
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% Selection of files x|

Selected files

Enter the walues directly in the lisk ar use the seleckion buktons,

Find files. .. ] [ add group... ] | Manage groups. ..

MOTE: The wildcards *, ¥ and £ can be used in the lisk,

[ 8] 4 ] [ Cancel ]

The list of applications to be denied can be entered directly in the top part of the
window. However, you are recommended to create a new group which can be reused
when defining this type of rule. To do so, click Manage groups...

% Selection of files x|

Selected files

Enter the walues directly in the lisk or use the seleckion buttons,

Find files. .. ] [ add group... ] [ Manage groups., .,

MOTE: The wildcards *, ¥ and & can be used in the lisk,

[ 84 ] [ Cancel ]
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The groups of available files will be displayed. Since there are none in this example,
click New... to create one.

#§ File group management x|
File groups
Marne Description
Mew, .. Maodify. .. Delete

Enter the group name, a description and the files included in the group.
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§ Mew file group

Marne: | PZP Applications |

Descripkion: | List of PZP Applications |

Files inchuded in the group

Enter the values directhy in the list,

emule. exe
utarrent. exe
AZLIELIE. BXE
pando.exe

Find files. ..

Files excluded from the group

Enter the values directly in the lisk,

[ Find files. .. ]

MOTE: The wildcards *, ¥ and & can be used in the lisks,

|

0K ] [ Cancel ]

Click OK to finish creating the file group and return to the File group management
screen.

#§ File group management

X
File groups
Marne Description
PzP Applications List of PZP Applications

Maodify. .. Delete

Close
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Since no more groups will be created, click Close. In the next screen, click Add
group...

% Selection of files x|

Selected files

Enter the walues directly in the lisk or use the seleckion buttons,

Find files. .. add group... ] [ Manage groups., .,

MOTE: The wildcards *, ¥ and & can be used in the lisk,

[ 84 ] [ Cancel ]

To select the group created, select the checkbox and click OK.

& Selection of file groups O] x|
Entry groups

hlamne r"n:hcrrlphnn

F} -5} Pz applications © List of P2P Applications

Ik l [ Cancel
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Go to the Selection of files window (this window allows you to create new file

groups).

§ Selection of files

Selected files
__Enter the wallies ditectly in the lisk or use the selection bukbons,

x|

$P2P Applications

Find files. .. ] | Add group... | [ Manage groups. ..

MOTE: The wildcards *, # and & can be used in the list.

| o

[ Cancel ]

Click OK to assign a group of applications to the rule. This is the last step for

configuring the rule:
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# Create new control access to files rule x|

Fule description: | PzP: Deny Fun |

Severity level: | il v|

Fule description

Take the following action:

| Deny b

wif1an Ehe folowing aoplicafians.:

E L
i &he Fecunty confext of fe foloning weer profias,

E L]

arg frpng fo care)y out ang af fha folaming oparafians:

Run [] Create Load Injeck code
[ ] read [ ] Madify Finish
an fe folomeng flas.

| "$PZP Applications" |

Create an entry in the report whenever a rule is met.

[ Ok ] [ Cancel ]

Click OK to finish creating the rule. Make sure the policy, the container and the rule
are enabled (the checkboxes are selected) and click OK.
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Security policies
L]

3 :{:::\Ip:i:;l:;?Silelf:nq(iDS aty ‘o can configure Ehe rules that will be applied ta this uset's palicy.
NT (MT, ¥P, 2K, 2K3) Specia Concainers ahd rares |
Base Windows Firevall Summary of "Corporate Container’
MT (NT, %P, 2K, 2K3) special 39. P2P: Dernry Run
W sperial Systemn Firevsall A Description:
Base Deskhaps Corporate Container
Base Servers
Inkernet Information Server
5L Server
Exchange Server
application Rules Wings
Application Rules 'WinlME
application Rules WinlT Serv
application Rules 'Winzk
Application Rules 'Winxp
application Rules Winzks

k3
Corparate Policy
< | 3

Create new policy Showfhide containers. ..
oK ] ’ Restare ] [ Cancel

Click OK to finish the configuration.
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Platforms
22 wWindows 9xfNT4 workstations e —
"ﬁ . ! General | Warnings | Policies |
Ankivirus
Files Security policies
Pl 7
TruPrevent L D Specify the security policies vou want to apply and the order in which
Content Filker = wou want ta apply them,
MetworkSecure
&nki-spam Marne Description ”~
@ Windows workstations "_—3 Application,.. © Application Rules 4
Antivirs "_—E Application...  Application Fules WinkT Server
Files "ed papplication...  Application Rules Winzk

rail and messaging
HTTP protection

Application...  Application Rules WinxP

-
-
i k!

Application...  Application Fules Winzks

L

REEREEE
hd
(G

TruF‘reven.t "} application... Application Rules Winzk3

Celi el L ﬂ Corporate ... Corporate Policy W
MebworkSecure N

Anti-spam Wiew rules applied from all policies 1./

Security policies ]

Show/hide containers. .,

[ Ok ] [ Restare ] [ Cancel

The settings update progress will be displayed in the next window.

Updating settings

Ipdating settings. ..

Generating the job for changing the \Windows 9x/MT4 workstations
settings

Once the settings have been modified, they will be applied to the group of computers
selected. You can check whether the rule is correctly applied by launching some of the
denied applications on computers to which the policy has been applied.

When trying to run a denied application, the following local warning will be displayed,
informing that the application has been blocked.
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05,/13,/200%, 16:33

% Suspicious operation
- ,j blocked!

Panda Security For Deskiops has detected
an action that could compromise the
security of vour PC and has blocked ik,

Prograni:
W TMDOW S EXPLORER . EXE

Action:
Access to the file: CHPROGRAM FILES
YEMULE\EMULE . EXE

If this situakion is a prablem Far wau, consulk
wour netwark, administrator,

» Close

Panda Security For Desktops

e |
05,/13,/200%, 16:56

% Suspicious operation
- j blocked!

Panda Security For Deskkops has detected
an action that could compromise the
security of vour PC and has blocked ik,

Program:
A TNDOW S\EXPLORER, EXE

Action:
Access bo the file: CHAPROGRAM FILES
WUTORREMTUTORRENT . EXE

If this situatkion is a prablem Far wau, consulk
wour netwark, administratar,

» Close

Panda Security For Desktops
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2. Deny P2P application communications

This rule allows administrators to define a list of applications that will be denied
communication on computers in which the configuration has been applied.

To do so, click New rule.

§ Security policies _ O] x|
Security policies
Block Intruders Rules {IDS atk
I Systenfs ‘You can configure the rules that will be applied to this user's policy.
MT (MT, %P, 2K, 2K3) Specia Containers and rules
Base Windows Firewall =2 82 Corporate Containae oo of \Corporate Container”
WT (MT, ¥P, 2K, 2K3) special [#]82 Pzp: Deny Duplicate container
Wk special System Firewall R Rename )
= ainer
pe=slDestions Delete container
Base Servers
Internet Information Server Hide: container
SOL Server Mew rule
Exchange Server S
Application Rules Win9s Mevve bo beginning
Application Rules WinME Move to a higher position
Application Rules WinkT Serw Mave ko a lower position
Application Rules WinZk 4
Application Rules WinxP HSSIE
Application Rules WinZks
Application Rules winzks
Cotparate Palicy
< | 183
Create new policy Showhide conkainers, ..
I Ok ] [ Restore ] [ Cancel ]

Then select the type of rule to be created. In this case, Control access to network

resources by application.
§ Rule type
Fule byvpe

Specify the type of rule wou want to create:

Control access ko network resources by application

x|
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The aim of this rule is to deny the communications of the listed P2P applications for
any protocol and in any direction. To do so, once you have selected a rule description,

configure the action to take if the rule is met.

connection.

# Create new control access to network resources by application rul x|

Rule description:

Severity level:

Rule description

Take the following action:

In this case, select Deny the

| P2 Deny Conneckion

il

Include the application in the group

Include the application in the group
Iﬁl!! 1iy I-h =11 ki 11

Deny the connection

][]

fry o axfabiish a connaction Meth e Folowning characfasstics.

Prakacal;

Caommunicakion direckion:

Source pork:
Targek pork:
Source address:

Target address:

TP

| Inbound

| #

| #

QK ] [ Cancel

Configure the list of applications you want to deny communications to. To do so, click

113

... and go to the Selection of applications window.
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§ Create new control access to network resources by application'ru |

Fule description: | PzP: Deny Conneckion |

Severity level: | il

Rule description

Take the following action:

| Deny the connection W

wihan Ehe fofowing aoplicafians.:

[ | L]

) Fo extabiinh a connection mith fhe folloming charactantics:

Protocol: | TCP b |

Communicakion direction: | Inbound V|

Source pork: |* | [ ]

Target pork: e | [ ]
i
L]

Source address; | &

Target address:

Ik ] [ Cancel

The list of applications can be entered directly in the top part of the window. However,
you are recommended to create a new group, which can be reused when defining this
type of rule. To do so, click Manage groups...
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% Selection of applications x|

Selected applications

Enter the walues directly in the lisk or use the seleckion buttons,

Find files. .. ] [ add group... ] [ Manage groups., .,

MOTE: The wildcards *, ¥ and & can be used in the lisk,

[ 84 ] [ Cancel ]

The groups of available processes will be displayed. Since there are none in this
example, click New... to create one.

% Process group management El

Process groups

Marne: Description

Mew, . Madify. .. Delete

Close

Enter the group name, a description and a list of executable files to be included in the
group.
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# Modify process group il

Marme: | PzP |

Descripkion: | List of P2P Applications |

(%) orly include the specified processes

) Include the specified processes and their subprocesses
() Only include the subprocesses of the specified processes
Processes included in the group

Enter the values directhy in the list,

emule. exe e
utarrent. exe =
AZLIELIE. BXE
pando. exe —
w
Find files...

Processes excluded from the group

Enter the values directly in the lisk,

[ Find files... ]

MOTE: The wildcards *, ¥ and & can be used in the lists,

[ Ok ] [ Cancel ]

Click OK to finish creating the process group and return to the Process group
management screen.

% Process group managenment 5[

Process groups

Marme Description
PzP List of P2P Applications

Maodify,. . Delete

Close
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Since no more groups need to be created, click Close. In the next screen, click Add
group...

§ Selection of applications x|

Selected applications

Enter the walues directly in the list or use the selection buktons,

Find Files. .. add group... ] [ Manage groups. ..

MOTE: The wildcards *, ¥ and £ can be used in the list,

[ ok ] [ Cancel ]

To select the group created, select the checkbox and click OK.

% Selection of process groups O] x|

Entry groups

Marne Description

List of PZP Applications

| |

Ik l [ Zancel
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Go to the Selection of applications window which allows you to create new
application groups.

% Selection of applications x|

Selected applications

Enter the walues directly in the lisk or use the seleckion buttons,
$F2P

Find files. .. ] [ Add group... ] [ Manage groups. .. ]

MOTE: The wildcards *, # and & can be used in the list.

8]

[ Cancel ]

Click OK to assign a group of applications to the rule.
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# Create new control access to network resources by application ru x|
Rule description: | PZP: Deny Conneckion |
Severity level: | il V|

Rule description

Take the following action:

| Deny the conneckion w

wifan Ehe folowing aoplicafians.:

[sezp 1 ]

fry o axfabiish a connaction Meth e Folowning characfasstics.

Pratacal: Jrce and uop

Camrmunicakion direction: | Inbound V|

Saurce pork: | L | [ ]

Target pork: | L | [ ]

Source address: | * | [ ]
| e

Target address:

QK ] [ Cancel

Finally, select the protocols, communication direction, ports and addresses you want
deny in these applications. In this case, TCP and UDP protocols for inbound and

outbound connections to any port and direction.
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# Create new control access to network resources by application r x|
Rule description: | PZP: Deny Conneckion |
Severity level: | il V|

Rule description

Take the following action:

| Deny the conneckion w

wifan Ehe folowing aoplicafians.:

| §p2p | —_

fry o axfabiish a connaction Meth e Folowning characfasstics.

Probocal: | TP and UDP V|
Camrmunicakion direction: | Inbound and oukbound V|
Saurce pork: | L | [ ]
Target pork: | L | [ ]
Source address: | * | [ ]
Target address: | * | [ - ]

QK ] [ Cancel

Click OK to end the creation of the rule.

Make sure the policy, the container and the rule are enabled (the checkboxes are
selected) and click OK.

In the example, the rule created in the previous point is disabled since it would not
allow the applications to run.
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§ Security policies (] 3

Security policies

:{:::\Ip:i:;l:;?Silelf:nq(iDS aty ‘o can configure Ehe rules that will be applied ta this uset's palicy.

NT (MT, ¥P, 2K, 2K3) Special || [CONCSmMers and rales |

Base Windows Firevall =2 ﬂ Corporate Conkainer Summary of "Corporate Container’

MT (NT, %P, 2K, 2K3) special Dﬂ P2P: Dernry Run

wo special System Firewall R [V]82 PzP: Deny Connection Description:
Corporate Container

Base Deskkops

Base Servers

Inkernet Information Server

5L Server

Exchange Server

application Rules Wings

Application Rules 'WinlME

application Rules WinlT Serv

Application Rules Win2k
Application Rules 'WinxP
application Rules Winzks

EEE

=

&) Corporate Policy

S
i

Create new policy Showfhide containers. ..

oK ] ’ Restare ] [ Cancel

Click OK to finish the configuration.
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:’ﬁ' Windows SxfMT4 workstations
Ankivirus
Files
tail
TruPrevent
Content Filker
MebworkSecure
Anti-spam
@ Windows workstations
Ankivirus
Files
Mail and messaging
HTTP protection
TruPrevent
Content Filker
MebworkSeoure
Anki-sparn

Showe/hide containers. .,

# Edit settings

=10] ]
General | Warnings | Policies |
Security policies
e u Specify the security policies you want to apply and the order in which
= wau want o apply them.
Marne Description 5
"_3 Application, .. Application Fules WinME
"_—E Application...  Application Rules WinMT Server
"_-T", Application...  Application Rules Winzk
"_—3 Application, ..  Application Rules WinkP
"_—E Application...  Application Rules winzks
"_-3 Application...  Application Rules Winzk3s
ﬁ;‘. Corporate ... Corporate Paolicy w
Wiew rules applied From all policies _\1')
Security policies |
[ [a]4 ] [ Restore ] [ Cancel

The settings update progress will be displayed in the next window.

Updating settings

Ipdating settings. ..

Generating the job for changing the Windows workskations setkings

Once the settings have been modified, they will be applied to the selected group of
computers. You can check whether the rule is correctly applied by launching some of
the denied applications on computers to which the policy has been applied.

The application will run, but all its communications will be denied.
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4

g

I

L)

X

2

Cannect Servers Transfers Search  SharedFiles  Messages IRC Statistics Options Tools Help
U0 servers (21)
Server hame P Description Fing Users | Max ... Files = Prefer... &
1 i : .
11 Saugstube 11 193.138.221.214 : 4242 v, Usenet, 1a.ko Mormal ‘.' e S
IP or Address Part
.44 France Mule #1 @1, 193,42,213.30 : 9510 France eDonkey/EMule/sh... Marrnal [
BooTwirus 213.219.239.192 | 4661 Super fast Cart-Blansh se. .. Mormal | |" 4661 |
ed?kpower 207.171.62.208 : 4661 Free of Freedom MNormal Name
eDonkeyServer Mol 77.247.178.244 1 4242 v, eDonkey, b Mormnal | |
| eDonkeyserver No2 T7.247,178,245 ¢ 4242 vy, eDonkey.to Mormal
! Global Server 1 222.77.179,242 : 4500 vy, StormSes. net Dual ... Mormal
Global Server 2 222.77.179.246 : 4500 v, StarmSes.net Dual ... Normal 11} Update server.met from LRL
Global Server 3 218.83.155.86 : 4500 o, StarmSes.net Dual ... Norral | |E]
Global Server 4 61.129.115.51 : 4500 i, StarmSes.net Dual ... Norral
PEERATES.MET 88.191.81.111 : 1111 http:ffedk.peerates. net Mormal
Razorback 3.0 85.17.52.92 1 5000 v, Fazotback3.com - .., Narrnal
—| @ My Info
} Razorback 3.2 85.17.52.124 ; 5000 wvw razorback3.com - w... Normal eD2ZK Network i
I Rezorback 3.3 92,48,193,14 1 5000 v, razorbackd.com - w... Narmal Stans: Diegannecte
l Sharing Kingdom 1 61,129,45,177 : 4500 v, SkormSes:, net Dual ... Mormal o Kad Network
T | 3 Status: Disconnected
= —' |web Interface
e il Status: Disabled
OI Terver nfo % Lod |
TA0572000 18004, Found U known shiared files |
13/05/2003 18:00:49; Credit file loaded, 0 clients are known ==
13/05/2008 18:00:51; 21 servers in server.met found
13052008 15:00:52: Mo part: files found
13052008 15:00:52; Fatal Error: Unable to create socket on pork 24569
13052008 18:00:52; eMule Version 0.49a ready
13/05/2008 18:01:46; UploadSpeedSense: Trace routing Failled too many times, Disabling Upload SpeedSense
13/05/2008 18:01:47: Connecting
13/05/2008 18:01:47: Connecting to Tower II (85,128,56,684:4567 ...
13052008 15:01:48; Connecting to Razorback 3,1 (193,135, 205, 25:5000),.,
13052008 18:02:08; Tower 1T (85.125.56.84:4567) appears to be dead,
13052008 18:02:08: Connecting to Sharing Kingdom 1 {61.129.45.177:4500)...
13052008 18:02:0%; Razorback 3.1 (193,138,205, 25:5000) appears to be dead.
13/05/2008 18:02:09; Connecking ko # eMule Serverlist Nr 2 # (193.138.221.210:4242)...
13/05/2008 18:02:30; Fatal Error whils trying to connect, Internet connection might be down
13052008 1802130 Automatic connection to server wil retry in 30 seconds —
-
Fatal Error while brying ko connect. Internet connectic E Users:0(0) |Files:0(0) *I Up: 0.0 | Down: 0.0 9 eD2k:Naot Connected|kad:Not Connected 65535.0 | Oms
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3. System rules

These types of rules allow administrators to deny communications to a set of ports,
commonly used by P2P applications to establish communications. Since system rules
affect all applications that use these ports, make sure the ports are not used by other
corporate applications.

To define the rule, you need to know the ports used by P2P applications.

Options E|
'{ Display Caparities Lirnits
. Download Downiload linit 660 KB/
Q Connection
731 KB L —
43: Prosy Is ! 1 ! ! ! ! ! -
I Server Upload Upload lirmit 50 KBfs
ey Directories KE-'IS . . . ;J =
'ﬂ Files Client park

i| Matifications TCP
B8 Statistics UDP [ Disable Test ports

e
@A RC
D HeeHPrF-to soup FIDrtS

@ Messages and Comments

() Security Hard lirnit Max, conneckions

ﬁ?ﬂ Scheduler 200

@ Web Interface

Max sources/file Connection limits

4 Extended Autocannect on startup t:":'drk
Reconnect on loss =
D2k

[]show overhead bandwidth

[ Acepkar l [ Cancelar Aplicar

In the example, a rule is created to deny inbound connection through ports 6249 TCP
and 24569 UDP. To do so, click New rule.
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§ Sec _ O] x|
Security policies
[#]7*} Block Intruders Rules (IDS att ) . ) _ o
"_3 Base Windows Systems ‘ou can configure the rules that will be applied to this user's policy,
'-j MT (MT, ¥P, 2K, 2K3) Specia Containers and rules
[#]7*} Base windaws Firewall =RPAl-%} Corporate Containgr A prporate Containet”
[#17*} NT (NT, 8P, 2K, 2K3) special [J&d Pap: Deny R Duplicate container
"_—E W9 special System Firewall R [#182 P2p: Deny O Rename -
*% Base Deskiops )
e Base Servers Delete container
[#]%} Internet Information Server Hide: cantainer
"_-3 S0L Server Hew rule
¢} Exchange Server
¢ Application Rules Winde Tvve to beginning
"_3 Application Rules \WinME Mowe to a higher position
7} application Rules WinkT Serv Mave b a lawer position
[#]%} application Rules Winzk -
1%} application Rules Winxe Move bo end
%} application Rules WinZks
[#1%} application Rules WinZka
[#]82 Corporate Policy
| >
Create new policy Shaws/hide containers. ..
I Ok l [ Restore ] ’ Cancel ]

Then, select the type of rule to be created. In this case, Control system and packet

filtering by content.
§ Rule bype
Rule bype

Specify the bype of rule wou want to create:

Control syskem and packet Filkering by conkent

x|

Ik l [ Cancel

Enter the rule description and configure the Deny action for the TCP protocol in

inbound connection to port 6249.
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# Create new control system and packet filtering by content rule il
Rule description: | F2P: System Rule eMule TR |
Severity level: | il V|

Rule description
| Dervy v|

WRENErer d fackage & Getecten (At Matchex tHe FolommG Cesciniion
Protocol: | TP v|

Communication direckion: | Inbound » |

a4

Local pork:

Remoke port:

Remote address: | * |

Local address | * |

Another rule must be created to deny UDP protocol in inbound connections to port
24569.
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# Modify Control system and packet filtering by content rule il
Fule description: | PzP: System Fule eMule LDP |
Severity level: | il v|

Fule description

Take the following action:

Dy b |

Whanerer a package & defected that matches fhe Foloming description.

Frotocal: i UCP v |
Communication direction: | Inbound V|
Local port: | 24569 | [ T ]
Femaokte port: i &3 i [ ]
Remote address: | & | [ ]
Local address | & | [ - ]

[ Ok ] [ Cancel

Click OK to end the creation of the rule. Make sure the policy, the container and the
rule are enabled (the checkboxes are selected) and click OK. In this case, the rules
created in previous points are disabled.
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§ Security policies (] 3

Security policies

:{:::\Ip:i:;l:;?Silelf:nq(iDS atl ‘o can configure Ehe rules that will be applied ta this uset's palicy.

NT (MT, ¥P, 2K, 2K3) Specia ontainers and rules

Base Windows Firevall Corporate Conkainer Summary of "P2P: System Rule eMule UDP*
MT (NT, %P, 2K, 2K3) special D&i’. P2P: Dernry Run

W special Systern Firewall R . Type: Control system and packet filkering by content
Base Desktops [“]82 PP System Rule eMule TCP

Base Servers [Z]82 PzP: System Rule eMule LDP

Inkernet Information Server

SGL Server Description:

Exchange Server PZF: Systemn Rule eMule LDP

application Rules Wings

Application Rules 'WinlME

application Rules WinlT Serv

Detailed description of the rule

Application Rules 'Win2k
s Click on an undetlined walue to madify it

Application Rules 'WinxP
application Rules Winzks
Application Fules WinZk3

Corporate Policy Action: Deny
Rule:
Severity level: Mil

EEEEE

| | < ||

Create new policy Showfhide containers. ..

S

oK ] ’ Restare ] [ Cancel

Click OK to finish the configuration.
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:’ﬁ' Windows SxfMT4 workstations
Ankivirus
Files
tail
TruPrevent
Content Filker
MebworkSecure
Anti-spam
@ Windows workstations
Ankivirus
Files
Mail and messaging
HTTP protection
TruPrevent
Content Filker
MebworkSeoure
Anki-sparn

Showe/hide containers. .,

# Edit settings

=10] ]
General | Warnings | Policies |
Security policies
e u Specify the security policies you want to apply and the order in which
= wau want o apply them.
Marne Description 5
"_3 Application, .. Application Fules WinME
"_—E Application...  Application Rules WinMT Server
"_-T", Application...  Application Rules Winzk
"_—3 Application, ..  Application Rules WinkP
"_—E Application...  Application Rules winzks
"_-3 Application...  Application Rules Winzk3s
ﬁ;‘. Corporate ... Corporate Paolicy w
Wiew rules applied From all policies _\1')
Security policies |
[ [a]4 ] [ Restore ] [ Cancel

The settings update progress will be displayed in the next window.

Updating settings

Ipdating settings. ..

Generating the job for changing the Windows workskations setkings

Once the settings have been modified, they will be applied to the selected group of
computers. You can check whether the rule is correctly applied by launching some of
the applications that use the denied communication ports on some of the computers to
which the policy has been applied.

The application will run, but all its communications will be denied.
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s eMule v).49a

@

R & & B

l BooTvirus

l edZkpower

I eDonkeyServer Mol
l eDonkeyServer Moz
I Glabal Server 1

I Global Server 2

l Global Server 3

I Global Server 4
. DFFDATFS MFT

213.219,239,192 1 4661
207,171.62.203 ; 4661
TP247.178.244 ; 4242
FP247.178.245 ) 4242
222.77.179.242 1 4500
222.77.179.246 : 4500
218.83.155.86 : 4500

61,129,115.51 : 4500

22 101 A1 111 1111

Super Fast Cart-Blansh se...
Free of Freedom
vy, 2Donkey, to
i, eDonkey, o
wiww, SkormSes . net Dual ...
wiww, Storm3esx . net Dual ...,
wiww, Storm3esx . net Dual ...

wiw, StormSesx . net Dual ...,
R P el e b ik

Cancel kad Servers Transfers Search Shared Files  Messages IRC
Hj IServers (21}
Server Name P Drescription i
' 11 Saugstube 11 193.1358.221.214 © 4242 wi, usenet, la ko
I .0 France Mule #1 ., 193.42,213,30 : 9510 France eDonkey/EMulessh. ..

v

>

| 14/05/2008 13:20:54:
| 14/05/2008 13:20:54;
| 14/05 2008 13:20:54:
| 14/05/2008 13:20:54;
| 14/05/2008 13:20:54:
| 14/05/2008 13:20:54;
| 14/052008 13:21:15:
| 14/05/2008 13:21:15:
| 14/05/2008 13:21:15:
| 14/05/2008 13:21:15:

IHOa] 2008 TS 200et 21 SEFVEFS 1N SEFYEr MET TOunad
Mo part files Faund

Fatal Error: Unable to create socket on port 24569
elule Yersion 0.49a ready
Zonnecking

Caonnecting o Razarback 3.0 (85, 17.52.92:5000). ..
Connecting to Razorback 3.1 {193,138, 205,25,50003, .,
Razorback 3.0 {85,17.52.92:5000) appears to be dead.
Connecting to Tower II {85,128,56,.84,4567),.,

Razorback 3.1 {193,138,205.25:5000) appears to be dead,
Connecting to Sharing Kingdom 1 {61,129,45,177:4500),

Fa

v

T

Skatiskics

S

Options

W F Mew Server
IF or Address

CEEK

Part

[|4681 |

Mame

&9 My Info

|eD2K Network

| Skatus: Connecting

| Kad Network
| Skatus: Zonnecking

| Web Interface
Status: Disabled

Razorback 3.1 {193 ﬂ Users:0¢10)|Files:001.1 k)

q.’ Up: 0.0 | Down: 0.0

@ eDzKiConnecting|kad: Connecting
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