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Introduction 
 
This document describes the steps to block P2P applications from the AdminSecure 
console. 

Since applications are blocked by defining TruPrevent security policies, the computers 
on which you want to apply the policies must have TruPrevent. 

 

This document describes several ways of blocking applications so administrators can 
choose the one that best suits their needs.

 

Although the current document is based on P2P applications, the information applies 
to other applications. 
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P2P application blocking 
 

1. Prevent P2P applications from running 
  
This procedure allows administrators to define a list of applications that cannot be run 
on selected computers. 

 

To do so, in the AdminSecure console select the computer or group of computers you 
want to prevent applications from running on. 
 

 
 
Once you have selected the computers, modify the protection settings. 
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Go to TruPrevent Settings, since TruPrevent allows you to configure the blocking of 
applications, etc. 
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In the TruPrevent settings, select the Policies tab and click Security policies. 
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The list of security policies predefined by Panda and those defined by the user are 
displayed. To define a new security policy, click Create new policy.  
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Enter the name of the policy and a description (optional). 
 

 
 
Once the policy is created, you have to create a container that groups the set of rules 
to be defined, in this case, to block P2P applications. To do so, click New container.  
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Enter the name of the container and a description (optional). 
 

 
 
Once the container is created, you have to create a rule which will allow you to 
configure the applications to be blocked. To do so, click New rule.  
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Then, select the type of rule to be created. In this case, control access to files. 
 

 
 

The aim of this rule is to prevent the P2P applications in the list from running when 
they are launched by other applications (Windows Explorer, etc.). To do so, once you 
have selected a description of the rule, configure the action to take if the rule is met. 
In this case, select Deny. 
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Select the applications that can launch P2P programs. In the example, Windows 
Explorer or other applications. To do so, click “…” and select “*” to indicate any 
application. 
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Select the operation of the P2P application that must be denied, in this case, Run. 

Page 13 of 42 



 

 
 

 

 
 
Finally, configure the list of applications you want to prevent from running. To do so, 
click “…” to access the file selection window. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Page 14 of 42 



 

 
 
 

 
 
The list of applications to be denied can be entered directly in the top part of the 
window. However, you are recommended to create a new group which can be reused 
when defining this type of rule. To do so, click Manage groups…  
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The groups of available files will be displayed. Since there are none in this example, 
click New… to create one. 
 

 
 
Enter the group name, a description and the files included in the group.  
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Click OK to finish creating the file group and return to the File group management 
screen. 
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Since no more groups will be created, click Close. In the next screen, click Add 
group… 
 

 
 
To select the group created, select the checkbox and click OK. 
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Go to the Selection of files window (this window allows you to create new file 
groups).  

 

 
 
Click OK to assign a group of applications to the rule. This is the last step for 
configuring the rule: 
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Click OK to finish creating the rule. Make sure the policy, the container and the rule 
are enabled (the checkboxes are selected) and click OK. 
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Click OK to finish the configuration. 
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The settings update progress will be displayed in the next window. 
 

 
 
Once the settings have been modified, they will be applied to the group of computers 
selected. You can check whether the rule is correctly applied by launching some of the 
denied applications on computers to which the policy has been applied.  
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When trying to run a denied application, the following local warning will be displayed, 
informing that the application has been blocked. 
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2. Deny P2P application communications 
  
This rule allows administrators to define a list of applications that will be denied 
communication on computers in which the configuration has been applied. 

 

To do so, click New rule.  
 

 
 
Then select the type of rule to be created. In this case, Control access to network 
resources by application. 
 

 
 

Page 24 of 42 

 



 

 
 

 

The aim of this rule is to deny the communications of the listed P2P applications for 
any protocol and in any direction. To do so, once you have selected a rule description, 
configure the action to take if the rule is met. In this case, select Deny the 
connection. 

 

 
 

Configure the list of applications you want to deny communications to. To do so, click 
“…” and go to the Selection of applications window. 
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The list of applications can be entered directly in the top part of the window. However, 
you are recommended to create a new group, which can be reused when defining this 
type of rule. To do so, click Manage groups…  
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The groups of available processes will be displayed. Since there are none in this 
example, click New… to create one. 
 

 
 
Enter the group name, a description and a list of executable files to be included in the 
group. 
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Click OK to finish creating the process group and return to the Process group 
management screen. 
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Since no more groups need to be created, click Close. In the next screen, click Add 
group… 
 

 
 
To select the group created, select the checkbox and click OK. 
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Go to the Selection of applications window which allows you to create new 
application groups. 

 

 
 
Click OK to assign a group of applications to the rule.  
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Finally, select the protocols, communication direction, ports and addresses you want 
deny in these applications. In this case, TCP and UDP protocols for inbound and 
outbound connections to any port and direction. 
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Click OK to end the creation of the rule.  
Make sure the policy, the container and the rule are enabled (the checkboxes are 
selected) and click OK. 
 In the example, the rule created in the previous point is disabled since it would not 
allow the applications to run. 
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Click OK to finish the configuration. 
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The settings update progress will be displayed in the next window. 
 

 
 
Once the settings have been modified, they will be applied to the selected group of 
computers. You can check whether the rule is correctly applied by launching some of 
the denied applications on computers to which the policy has been applied. 

 

The application will run, but all its communications will be denied. 
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3. System rules 
  
These types of rules allow administrators to deny communications to a set of ports, 
commonly used by P2P applications to establish communications. Since system rules 
affect all applications that use these ports, make sure the ports are not used by other 
corporate applications. 

 

To define the rule, you need to know the ports used by P2P applications. 
 

 
 
In the example, a rule is created to deny inbound connection through ports 6249 TCP 
and 24569 UDP. To do so, click New rule.  
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Then, select the type of rule to be created. In this case, Control system and packet 
filtering by content. 
 

 
 

Enter the rule description and configure the Deny action for the TCP protocol in 
inbound connection to port 6249.  
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Another rule must be created to deny UDP protocol in inbound connections to port 
24569.  
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Click OK to end the creation of the rule. Make sure the policy, the container and the 
rule are enabled (the checkboxes are selected) and click OK. In this case, the rules 
created in previous points are disabled. 
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Click OK to finish the configuration. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Page 40 of 42 



 

 
 
 

 
 
The settings update progress will be displayed in the next window. 
 

 
 
Once the settings have been modified, they will be applied to the selected group of 
computers. You can check whether the rule is correctly applied by launching some of 
the applications that use the denied communication ports on some of the computers to 
which the policy has been applied. 
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The application will run, but all its communications will be denied. 
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