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1. Introduction

Panda GateDefender Performa is a perimeter security appliance that ensures that the connection
between the network and the Internet is free from security threats and dangerous content.

It also provides a mechanism for applying a series of configurable filtering policies, adaptable to
the needs of individual network users.

To enable this feature, users must authenticate as the source of their own traffic. One method for
achieving this objective, is that all Web traffic passes through a proxy server, and that this server
is responsible for verifying the identity of users. Version 3 and later of Panda GateDefender
Performa, uses this identity information to know which filtering policy to apply.

The proxy server software is not included in GateDefender, and must be bought or obtained
separately. One of the most popular choices among Microsoft network administrators is Microsoft
ISA Server or Microsoft Forefront, but both of these are paid software. This document describes
the procedure for installing and configuring a free alternative to this software, which complies with
the minimum requirements for integration with Panda GateDefender.

The proxy server in question is FreeProxy©, from Hand-Crafted software
(http://www.handcraftedsoftware.orq).

Panda Security has no relation with Hand-Crafted software. The functionality of version 3.92 of
FreeProxy© has been verified by Panda Security. However, this software is still installed under
the exclusive responsibility of the network administrator.

2. Requirements

The following prior conditions must be met before installing the proxy and integrating it with
GateDefender:

1. There must be a Windows computer on which to install the new software, which, in terms
of network cabling, must be located between Panda GateDefender and the connection to
the Internet (see figure 1). This computer must be switched on at all times that access to
the Internet is required.

2. For a complete description of the network structure required by Panda GateDefender,
please refer to the user guide.
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Figure 1: Network structure


http://www.handcraftedsoftware.org/

3. Optional: A Windows server with Active Directory up and running on the local network on
which GateDefender is installed, and all users start a session against this server from
their computers. This is the recommended configuration.

A Windows server with Active Directory is a central server that stores a list of users, passwords,
and the groups to which each user belongs. Before users are granted access to network

resources (shared drives, mail servers... etc.), users must have started a session against this
server.

If, however, there is no such server on the network, it is also possible to configure the proxy
server and Panda GateDefender to apply different policies to individual users.

3.Downloading and installing the proxy

Below we describe how to download and install FreeProxy© on a computer:

1. Go to http://www.handcraftedsoftware.org/

2. Go to Downloads:
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3. Go to FreeProxy.
4. Go to the Current stable version, for example FreeProxy 3.92 Build 1644.

5. Download the version:
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Description:

Submited by:
Author:

Version:

Date:

Last Updated:
Last Download:
File Size:
Rating:

Downloads:

Documentation/Manual:
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See documentation link below.
(Filesize = 4230K)
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6. The file is compressed. Open it. It contains a single file:

7. Run this file, it is the installer:

-

setup.exe
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& Setup - FreeProxy/Freeieb g|§|@

Welcome to the
FreeProxy/FreeWeb Setup
Wizard

Thiz will inztall FreeProsy verzsion 3.92 on your computer.

It iz recommended that vou close all other applications before
continuing.

Click Meut to continue, ar Cancel to axit Setup.

Mext > ][ Cancel

The steps to take from this point on will depend on the configuration of your network.

If it does not have a Windows server with Active Directory, go to the section Networks without
Active Directory

If, however, your network does have Active Directory, read the instructions below.



4. Networks with Active Directory

4.1 Configuring the proxy

In networks with Active Directory, the list of users and passwords is stored on a central database
on the Windows server.

After configuring the proxy as described in this section, the proxy will consult this database every
time it needs to validate the user and password.

Below we describe the steps to follow on the computer on which FreeProxy is installed:

1. Open the proxy server control panel: St ar t menu YY PRroegerParnosxy Contr ol
Center.

2. Double-click Port.

* FreeProxy Control Centre [C:\Archivos de programaiand-Crafted... [ZHE|E|
File Define Start/Stop Help

¢ @ Y8 P e

Parts RAS IP Service Calendars  Users Cache Cptions  Ban List  Stark/Stop

| REN] | Details |
Internet Frotocol: HT TP Proww, IP/Fort :Mat bound, 8080
2 Uszers defined
B“ Options Options Ban lists not active

3. Configure the following parameters in the new screen (see image):
e Client port: 80.
e Select Use HTTP Authentication.
e Select Basic.
e Select NTLM.

e Enter any text in the Realm box.



FreeProxy / FreeWeb

Define / Change F

Name

Protocal ; | HTTF Proxy hd |

Cligrt Port : @-

Local binding : Mo binding: uze any network adapter v ||Any P addiess  w
Remate binding : | M binding: use any netwark adapter w | |Any P address

HTTF Options
[] Use PASY with FTP aver HTTP 7
| | | | (L[ Use HTTF Authentication 7 |

Authentication Challenges:

Read Timeout [seconds) : 30 I . Basic I Fealm :
. L[ Chgest
Connect Timeout [zeconds): NTLM [ some text ]

Report all connects ? O

Log File :| | g

Use Prowy Server 7 [

Calendar | Mone P |
Demand Dial : | Mane v |
L2 [ Delete ] l Cancel ] [ Daone ]

4. Click Permissions...

5. This will take you to a new screen. Click Add Resource.

6. This will take you to a new screen. Configure the following parameters (see image):

FreeProxy f FreeWeb

Resource Permis:
Rezource Permissions for 'Intemet’ and 'HTTP Prosy
Scope | Access [ Group | Auth [ Identifier
LD | AddResowce | ||Delete Resource | [Change Resource |
[ Cancel |[ Done |

In the Type drop-down menu, select HTTP Proxy Service.
Select the option Granted.
In the For this user group... drop-down menu, select WindowsUsers.

Select User must authenticate to gain access to this resource.



FreeProxy f Free¥Web

Define / Change

Resource Permizsions for Tnteret’ and 'HT TP Progy'
Resouce

Type: HTTP Praxy Service hd | ]

\

Permission. ..
) Forbidden Only at thege times ;

far thiz uzer group...

|WindowsUsers A4 |
Uszer muszt authenticate ta gain access to this resource ?
L)) [ Cancel ] [ Diore ]

7. Click Done. The list should appear as follows:

FreeProxy f FreeWeh

Resource Permis

Resource Permissions for Internet’ and 'HT TP Prosy’

Scope | Access | Group | Auth | |dentifier
HTTP Prosy Service Granted  ‘windowsUzers  Yes

(<] 2]

Add Resource l [ Delete Resource ] lEhange Hesource]

l Cancel H Done ]

8. Click Done.

9. You will see the following warning. Click Yes.

You have not selected Local Binding. Please select one of the network adapters to prevent
unwanted access ko the proxy From the internet, Once selected also use the associated drop down
to seleck an IP address, Click the help button to read about local binding,

Press Yes ko save or Mo to go back and Ffix.

10. Then, in the main screen, click Options:



* FreeProxy Control Centre [C:\Archivos de programaiHand-Crafted... |Z||§”z|

File Define Start/Stop Help
WS @ Y @

Ports RAS IP Service Calendars  Users Cache ptions | Ban List  StartfStop
Tope | I arme | Dietails N—f |
E > Port | Intermet Pratocal: HT TP Prazy, IP/Part Mot bound 8080
83 sers 2 Users defined
E‘ Optionz Options Ban liztz not active

11. In the options screen, select Only Windows Authentication:

FreeProxy f FreeWeb

Define / Ehangé:

Trace options Statistics options
Debug Level : Log each cornection 7 [
Output ta - Log file and screen - Per cannection Stats
Lag File : | | h| | | |
Logacceszdata? [|  Logmeszage content P[]
Access log settings I:I
| | J Specify State Log file format 7
Farmat string:
Allavied Farbidden Diafault Uzer defined ML Farmat W 3C format
Show full IRL 2 |
Specify accesz log format 7
Log summary statistics 7 O
| | Summary Stats
Authentication options | | |
() Default Authentication l:l
Only FreeProww / Freeiweb Authertication =i
© Orly Windows Authertication Specify the format of the summarny stats ?
EBian List options IR Stnr?g
befivate the BanList? [ | User defined =ML farmat |
BanlistFile: | | B
Q) Cancel ] ’ Daone ]
12. Click Done.

13. For the configuration to take effect, you will have to start the service. In general,
whenever there is a change to the configuration, the service will have to be restarted.
In the main screen, click Start/Stop:



File Define Start/Stop Help

»oE @

Parts RAS IP Service

> 8 00F6

Calendars  Users Cache Options  Ban List  Brark/Stop
Tope | I arme | Dietails
E > Port | Intermet Pratocal: HT TP Prazy, IP/Part Mot bound 8080
83 sers 2 Users defined
E“ Optionz Options Ban liztz not active

14. Click Start:

FreeProxy f FreeWeb

O

@

Start / Stop Flé

Current status

Service:

Console: Not running

Service mode

Skart IStnp Restart Portable 4pp ?

Log on as:

(=) Local System account

Congole mode

Mot Installed

[ ]
[ ]
L ]

Stop Partable App 7

15. You will be asked for confirmation. Click OK:

The current file must be saved befare starting the console. Click QK ta sawe, of Cancel

——

I Aceptar HI Cancelar

16.End. To f i ni sh,
browsers).

configure

us er s@onfijleingthbr ows er s

(see



4.2 Configuring Performa

Here we look at the process for configuring Performa in the specific case of a free proxy
integrated with a Windows server with Active Directory. For a more general overview on how to
configure integration of proxy servers and Active Directory / LDAP servers in Performa, refer to
the user guide or help file.
This process consists of:

1. Configuring the connection with the Active Directory LDAP server for identification.

2. Registering the proxy server (configured in the previous section) as the element
responsible for authenticating traffic.

3. Adding a specific configuration to be applied by Performa to certain users.

4. Adding a protection profile, which specifies to which users Performa will apply the
configuration defined in the previous point.

These steps are now described in more detail:

1. In Definitions Y LDAP sources management, add a new LDAP server:

eDefenderPerforma

Sources management

LDAP servers
Lets you manage LDAP servers from which user lists can be obtained.

Definitions Name Server/IP Port

| Add |! modify || Delete

Lets you manage servers whose user validation will be performed through a defined LDAP
SErver.

Servers with validation

Name Server/IP Protocol Validation server

add || modify |[ Delete ]

Back




2. Configure the following parameters (see the image below):

Name: As chosen by the user.
IP address: The address of the server on which the proxy is installed.
BaseDN: The domain name converted to LDAP format. The domain name can
be consulted in the Windows servers Y My Computer, Properties Y Computer
Name.To convert it , orpeashtcompahent, &ind sepacate thenf
with commas. For example, the domain name:

mydomain.local
would be:

dc=mydomain,dc=local

Type of server: select Active Directory.

BindDN: This is the BaseDN preceeded by a user name with read permissions in
the directory, for example, the administrator:

cn=Administrator,cn=Users,dn=mydomain,dn=local

Password: The password of this domain user.



Definitions

3.

efenderPerforma

LDAP sources and server management ¢ Help
LDAP servers
~

Mame: |aD
Server/IP: |132.168.1.1 Address settings
BaseDN: Idc=mydomair‘l.dc=|oca|
Type of - -

Active Direct -
server: I Ive reciory J
Schema Specify the names of the following attributes defined in the LDAF server
User:

ObjectClass: |user

User ID IsAMAccountname

Name: Iname

Email: Imail

Description |deseription
User group!

ObjectClass: Igrcup

Group ID: |cn

Member: Imember

Description |deseription
Port: 389
Make connectfons via SSL L
Bind DN(*): Icn=Administl'atol'.cn=Use|'s.dc=mydomain.dc=|oca|
Password (*) Illlllllllll
Repeat |-----------
password (*)

4
Description(*):
(*) COptional
Add || Cancel

In Definitions Y LDAP sources management, click Add to register the proxy server in

Performa:




defenderPerforma

Sources management

LDAP servers

Lets you manage LDAP servers from which user lists can be obtained.

Port

Name Server/IP
389

AD 192.168.1.1

Add Modify Delete

Servers with validation

Lets you manage servers whose user validation will be performed through a defined LDAP
SErver.

Name Server/IP Protocol Validation server

Add Modify | Delete |

Back

4. Configure the following parameters (see the image below):
e Name: As chosen by the user

e |P address: The IP address of the Windows server.

e Protocol: HTTP.

e Validation server: Choose the one configured in point 2.



lerPerforma

LDAP sources and server management

validation servers

Mame: IH'I_I'P Proxy
=— IP address: |132.188.1.1 Address settings
Definitions Protocol: e j
Validation server: AD ﬂ)

Description(™):

(*)optional

Add Cancel

5. In Configuration by profiles Y Settings management, add a new configuration:

rPerforma

Settings manager

Settings

Lets you configure settings to apply to the managed appliances.

Name Comment

Configuration by pre

| Add |!lv1oc|if';.-' | Delete

Back



6. Configure the following parameters (see the image below):

e Name: As chosen by the user

e Configurable modules: Those modules chosen will be configurable specifically for
certain users. If any module is not selected, the general settings will be used.

eDefenderPerforma

Edit settings

Edit settings

Name: Restricted Internet

Configurable modules: [ Anti-malware

[E Content-filter

[ Anti-spam
[® web filtering

Configuration by profiles

Comments:

Edit settings I

add | Cancel |

7. Click Edit settings to personalize the configuration. This step is not described in this
guide. Refer to the Performa user guide or help file for more information.

8. In Configuration by profiles Y Protection profile settings, add a new profile:




DefenderPerforma

Protection profile management

Protection profiles

Lets you create profiles to which to assign custom settings.

Profile Settings

Configuration by profiles Y Up

Down

| Add |! Modify || Delete

Back.

9. Configure the following parameters (see the image below):
e Profile name: As chosen by the user.
e Apply to:

e Select Users.

e Select User group.

e Select the group of users to which the profile will apply from the drop-
down list. Previously, in the Windows server, you must have grouped the
users to which Performa will apply a different filter policy in a domain
group. The drop-down list should display all groups available in Active

Directory. If not, check point 2.

e Settings: Select the configuration created in points 6 and 7.



fenderPerforma

Protection profile management

Mame:

Apply to:

Protection profile

[IMarketing department

® User group:

Marketing departrment

User management

Cert Publishers

Domain Admins

Domain Users

Domain Guests

Group Policy Creator Owners

RAS and IAS Servers

Server Operators

Account Operators

Pre-Windows 2000 Cempatible Access
Incorming Forest Trust Builders
Windews Authorization Access Group
Terminal Server License Servers
DnsAdmins

DnsUpdateProxy

IIS_WPG

Terminal Server Computers
Exchange Domain Servers
Exchange Enterprise Servers

IC

=

IP address management

i

Domain management

Lo

By ey

Marketing department

Emall sender addresses

AD

. AD

) aDp

AD

AD

AD

AD

AD

IP/IP a AD

O AD

AD

O |AD

AD

. |AD

Domain AD

AD

AD

] AD

AD
Email[a
O
O

Email recipient addresses

(If you want to specify several email addresses, separate them with commas).

[ List of domains, websites or specific pages

(If vou want to specify several email addresses, separate them with commas).

Settings:

[

I Restricted Internet

Modules
configured:

& Anti-malware
o Content-filter
J Anti-spam

 web filtering

(If you want to indicate mare than one domain, website or specific page, separate
them with commas.)

Add Cancel




10. End. Following the names used in the examples, from this point, the configuration called

ARestricted I nterneto will only be applied to emp

5. Networks without Active Directory

For networks without a central Windows server with Active Directory, although there are some
limitations, it is also possible to use a combination of Performa with the free proxy to apply
different security policies to users.

5.1 Configuring the proxy

In this case, as part of the process of configuring the proxy, administrators have to create a list of
user names and passwords manually. The proxy, before allowing access to the Internet, will
request the user name and password.

A continuacion se describen los pasos a seguir en el ordenador donde esta instalado
FreeProxy®©:

1. Open the proxy server control panel: St art menu Y Programs Y
Center.

2. First you have to add the users. Click Users:

* FreeProxy Control Centre [C:\Archivos de programaitand-Crafted... [:”E|gl
File Define Start/Stop Help

m @ YRl

Parts RAS IP Service Calendars | Users Cache Cptions  Ban List  Stark/Stop
Type | Mame | Details |
m Internet Protocol: HT TP Prosy, IP/Port :Mat bound/ 8030
3 Users 2 Users defined
B“ Options Options Ban liztz not active

3. Inthis screen, click Add to add a new group of users:

FreePr ox)



% FreeProcy f FreeWeh

Users and Group:

-8

0 Alllsers: Al sers Group
ﬁ. WindowsU zers: Windows Authenticated Users Group
@ Users

) | A

Delete ” Charnge ]

[ Import / Export Uzers [Import Windows Gmups]

Dane

4. Choose a name for the group, for example ProxyUsers:

5. Click Done.

M FreeProxy/FreelWeb

Define / Change.

Group Name
Group Description : |ng_p LSErS |
)] [ Cancel ] [ Daone ]

In the list of users, select Users, and click Add, to add a new user.



% FreeProcy f FreeWeh

Users and Group:

0 Alllsers: Al sers Group
ﬁ. WindowsU zers: Windows Authenticated Users Group

o | add || Dete || Change |

[ Import / Export Uzers l [Import Windows Gmups]

Dane

7. Enter the username and password:

FreeProxy / FreeWeb

Define 7 Change

User Mame :

Description : |

FreeProw/Freetwieb

Password: (s

Confirm Password ;e + |

Iger enabled 7
9

[ Cancel ][ Daone

8. Click Done.

9. Assig the user created to the ProxyUsers group. To do this, in the user list screen click
the name of the group and then Add:

FreeProxy / Freelfeb

Add User to gro

Group |d: proxyuzers

Include user in group:
.

(7)) [ Caricel ][ Dane ]




The result should be as follows:

% FreeProxy f FreeWeh

Users and Emul 3

=83 Groups
82 Alllsers: All Users Group
82 windowsU sers: Windows Authenticated Users Group
-8 Prosplsers: Prowy users
& jon
-I- @ Users

£ 8

o) [ Add ” Delete ” Change ]

[ Import 7/ Export Users ] llmporl\-\-"indows Groups]

Done

10. Repeat steps 6 to 9 for every user you want to add. Once you have added all the users,
click Done.

11. Now go on to configure authentication. In the main screen, double-click Port.

* FreeProxy Control Centre [C:\Archivos de programaiand-Crafted... |
File Define Start/Stop Help

¢ @ Y8 P e

Parts RAS IP Service Calendars  Users Cache Cptions  Ban List  Stark/Stop
Type | REN] | Details |
£ Port | Internet Protocal HT TP Prosy. IP/Port :Mot bound/ 8080
8 Users 2 Uszers defined
B"‘ Options Options Ban lists not active

12. Configure the following parameters in the new screen:
e Client Port: 80.
e Select Use HTTP Authentication.

e Select Basic.



Select Digest.

e Enter any text in the Realm box.

FreeProxy f FreeWeb

Define # Change F

Name :

Protocal : | HTTP Prowy hd |

Client Part : I@.

Local binding : Wding: uze any network, adapter - ”An}l IP address »
Remaote binding : | Mo binding: use any network, adapter A | |An_l,l IP address %

O
| | [som0 ]

Uze Prowy Server ?

Read Timeout [seconds) :
Connect Timeout [seconds):
Repart all connects 7 O

Log File :| | g
Calendar : | Mane ] |
Demand Dial : | Hone L% |
L]

HTTF Optians
[ ] Use PASY with FTP over HTTP 7
[ Use HTTP Authentication 7 ]

Authentication Challenges:

Realm :

some text

Permissians...

l Delete H Cancel H Done ]

13. Click Permissions...

14. This takes you to a new screen with a list of authentication rules. Click Add Resource.
Resource.

This takes you to a new screen. Click Add

FreeProxy / FreeWeb

Resource Permis:

Resource Permissions for

‘Internet’ and 'HT TP Proxy’

Scope | Acoess | Group

| awsth | Identifier

(<) (>

| ’ Add Resource ] |I Delete Resource l ’Ehange Hesource]
J

| Cancel || Done |

15. This goes to a new screen to create the

authentication rule which will grant access to

authenticated users. To do this, configure the following parameters (see image):

In the Type drop-down menu, select HTTP Proxy Service.



e Select the option Granted.

e In the list "for this user group..." choose ProxyUsers (or the name of the group
chosen in point 4).

e Select User must authenticate to gain access to this resource.

FreeProxy f FreeWeb
Define / Change

Resource Permissions for ‘Intermet’ and HT TP Prosy'

Resource

Type: HTTF' it

Permnizzian...
() Forhidden Only at theze times :

fior this user group...
[| Prosyl sers “ | ]I

[ User must authenticate to gain access bo thiz rezource 7

7)) Cancel ” Dore ]

16. Click Done.
17. Click Add Resource.

18. This time, create an authentication rule that denies access to non-authenticated users.
Configure the following parameters (see image):

e Inthe Type drop-down menu, select HTTP Proxy Service.

e Select the option Forbidden.

FreeProxy f Freelfeh
Define / Ehang

Resource Pemizgions for Internet’ and ‘HT TP Prosy'

Resource

Tyee: | IR

Fermiggion...

(%) Forbidden | () Gramted  Only at these times :

far this uzer group. .

|AIIUsels v |

[]User must authenticate ta gain access to this resounce 7

L 7)) Cancel l ’ Done ]




19. Click Done. The list should appear as follows:

FreeProxy / FreeWeb

Heszource Permiszio

Resource Permissions for ‘Internet’ and 'HT TP Prosy

Scope | Acoess | Group | Auth | |dentifier

HTTP Prosy Service Granted Progwleers  Yes
HTTP Prosy Service  Forbidden  AllUsers Mo

(<] [

L2)] Add Resource l ’ Delete Resounce ] IChange Hesource]

[ cancel || Done |

20. Click Done.

21. You will see the following warning. Click Yes.

Warning

*fou have not selected Local Binding. Flease select one of the network adapters to prevent
urwwanted access to the proxy From the internet, Once selected also use the associated drop down

to select an IP address. Click the help button to read about local binding.
Press Yes to save or No to go back and Fix.

Lok J|[ cancel ]

22. For the configuration to take effect, you will have to start the service. In general,
whenever there is a change to the configuration, the service will have to be restarted.

In the main screen, click Start/Stop:

* FreeProxy Control Centre [C:\Archivos de programaiand-Crafted... |Z||§|E|

File Define Start/Stop Help

#Jde@2nB0O

Ports RAS IP Service Calendars  Users Cache Cptions  Ban Lisk
Type | Marne | Details
E > ot | Intermet Pratocal: HT TP Prosy, IP/Part Mot bound 8080
83 sers 2 Users defined

B“ Options Options Ean liztz not active




23. Click Start:

Current status

Service: Mot Installed
Console: Not running

Service mode

Stop Restart Portable 4pp ?

Log on as:
(=) Local System account
o [ 1]

Congole mode

Stop Partable App 7
g

24. You will be asked for confirmation. Click OK.

The current file must be saved before starting the consale. Click OK to sawe, or Cancel

[ OF. ] [ Cancel

25. End.
5.2 Configuring Performa

Here we look at the process for configuring Performa in the specific case of a free proxy
configured without any reference to an Active Directory server. For a more general overview on
how to configure integration of proxy servers in Performa, refer to the user guide or help file.
This process consists of:

1. Adding the users.

2. Registering the proxy server (configured in the previous section) as the element
responsible for authenticating traffic.

3. Adding a specific configuration to be applied by Performa to users.

4. Adding a protection profile, which specifies to which users Performa will apply the
configuration defined in the previous point.



These steps are now described in more detalil:

1. In Definitions Y User management, you have to replicate, one by one, all the users
created in the proxy (steps 6-9 of Configuring the proxy):

eDefenderPerforma

Definitions: User management

Users

Name Email address Comment

Definitions

Import Export | Add |! Modify Delete

Groups

Name Members

Import Export Add Madify | Delete |

Back

2. Configure the following parameters (see the image below):
e Name: As chosen by the user.
e Email address: As chosen by the user.

e User name: This must correspond to the one entered in the proxy (important).



fenderPerforma

Definitions: User

User
Mame: IJon Smith
Definitions Email address: Ijsmith@enterprise.com
User: Ij"”

User groups to which it belongs:

Group

Comment (*):

(*) Optional

Add Cancel

3. Steps 1 and 2 must be repeated for each user created in the proxy.

4. In Definitions Y User management, create a new user group:



fenderPerforma

Definitions: User management

Users
Mame Email address Comment
Jon Smith jsmith@enterprise.com
Definitions Helen Smith hsmith@enterprise.com
Import Export Add Modify Delete
Groups
Mame Members

Import Export | Add |! Modify | Delete |

Back

5. Configure the following parameters (see the image below):
e Group name: As chosen by the user.

e Local users: Select all the users entered in the previous steps.



fenderPerforma

Definitions: User groups

User groups

Group name: [IPronysers ]

Local users

[ 1on Smith
[E Helen Smith

Comment:

Add Cancel

6. The list of users and local groups should look like this:



rPerforma

Definitions

Definitions: User management

Users
Name

Jon Smith
Helen Smith

Import

Export

Groups

Name
ProxyUsers

Import

Export

Email address
Jjsmith@enterprise.com
hsmith@enterprise.com

Members
Jon Smith, Helen Smith

Comment

N
add || modity |[ Detete |
add || modity |[ Delete |

Back

11. In Definitions Y LDAP sources management, click Add to register the proxy server in

Performa:



defenderPerforma

Sources management

LDAP servers

Lets you manage LDAP servers from which user lists can be obtained.
Name Server/IP Port

b

Add Modify Delete

Servers with validation

Lets you manage servers whose user validation will be performed through a defined LDAP

SErver,

Name Server/IP Protocol Validation server

Add Modify | Delete |

Back

12. Configure the following parameters (see the image below):
e Name: As chosen by the user
e |IP address: The IP address of the Windows server.
e Protocol: HTTP.

e Validation server: localusers.



13. In Configuration by profiles Y Settings management, add a new configuration:

lerPerforma

Settings manager

Settings

Lets you configure settings to apply to the managed appliances.

Name Comment

Configuration by pro

| Add |!rv1oc|if-;.- |[ Delete

Back.



