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1. Introduction 

 

Panda GateDefender Performa is a perimeter security appliance that ensures that the connection 
between the network and the Internet is free from security threats and dangerous content. 

It also provides a mechanism for applying a series of configurable filtering policies, adaptable to 
the needs of individual network users.  

To enable this feature, users must authenticate as the source of their own traffic. One method for 
achieving this objective, is that all Web traffic passes through a proxy server, and that this server 
is responsible for verifying the identity of users. Version 3 and later of Panda GateDefender 
Performa, uses this identity information to know which filtering policy to apply. 

The proxy server software is not included in GateDefender, and must be bought or obtained 
separately. One of the most popular choices among Microsoft network administrators is Microsoft 
ISA Server or Microsoft Forefront, but both of these are paid software. This document describes 
the procedure for installing and configuring a free alternative to this software, which complies with 
the minimum requirements for integration with Panda GateDefender. 

The proxy server in question is FreeProxy©, from Hand-Crafted software 
(http://www.handcraftedsoftware.org).  

Panda Security has no relation with Hand-Crafted software. The functionality of version 3.92 of 
FreeProxy© has been verified by Panda Security. However, this software is still installed under 
the exclusive responsibility of the network administrator. 

 

2. Requirements 

The following prior conditions must be met before installing the proxy and integrating it with 
GateDefender: 

1. There must be a Windows computer on which to install the new software, which, in terms 
of network cabling, must be located between Panda GateDefender and the connection to 
the Internet (see figure 1). This computer must be switched on at all times that access to 
the Internet is required. 

2. For a complete description of the network structure required by Panda GateDefender, 
please refer to the user guide. 

 

 
Figure 1: Network structure 

http://www.handcraftedsoftware.org/


3. Optional: A Windows server with Active Directory up and running on the local network on 
which GateDefender is installed, and all users start a session against this server from 
their computers. This is the recommended configuration.  

A Windows server with Active Directory is a central server that stores a list of users, passwords, 
and the groups to which each user belongs. Before users are granted access to network 
resources (shared drives, mail servers... etc.), users must have started a session against this 
server. 

If, however, there is no such server on the network, it is also possible to configure the proxy 
server and Panda GateDefender to apply different policies to individual users.  

 

3.Downloading and installing the proxy 

Below we describe how to download and install FreeProxy© on a computer: 

1. Go to http://www.handcraftedsoftware.org/ 

2. Go to Downloads: 

 

3. Go to FreeProxy. 

4. Go to the Current stable version, for example FreeProxy 3.92 Build 1644. 

5. Download the version: 

http://www.handcraftedsoftware.org/


 

 

6. The file is compressed. Open it. It contains a single file: 

 

 

 

7. Run this file, it is the installer: 



 

The steps to take from this point on will depend on the configuration of your network. 

If it does not have a Windows server with Active Directory, go to the section Networks without 
Active Directory 

If, however, your network does have Active Directory, read the instructions below. 



4. Networks with Active Directory 

 

4.1 Configuring the proxy 

 

In networks with Active Directory, the list of users and passwords is stored on a central database 
on the Windows server.  

After configuring the proxy as described in this section, the proxy will consult this database every 
time it needs to validate the user and password. 

Below we describe the steps to follow on the computer on which FreeProxy is installed: 

1. Open the proxy server control panel: Start menu Ÿ Programs Ÿ FreeProxy Control 
Center. 

2. Double-click Port. 

 

3. Configure the following parameters in the new screen (see image): 

 Client port: 80. 

 Select Use HTTP Authentication. 

 Select Basic. 

 Select NTLM. 

 Enter any text in the Realm box. 



 

4. Click Permissions... 

5. This will take you to a new screen. Click Add Resource. 

 

6. This will take you to a new screen. Configure the following parameters (see image): 

 In the Type drop-down menu, select HTTP Proxy Service. 

 Select the option Granted. 

 In the For this user group... drop-down menu, select WindowsUsers. 

 Select User must authenticate to gain access to this resource. 



 

7. Click Done. The list should appear as follows: 

 

8. Click Done.  

9. You will see the following warning. Click Yes. 

 

10. Then, in the main screen, click Options: 



 

11. In the options screen, select Only Windows Authentication: 

 

12. Click Done. 

13. For the configuration to take effect, you will have to start the service. In general, 
whenever there is a change to the configuration, the service will have to be restarted. 
In the main screen, click Start/Stop: 



 

14. Click Start: 

 

15. You will be asked for confirmation. Click OK: 

 

16. End. To finish, configure usersô Web browsers (see section on  Configuring the 
browsers). 



4.2 Configuring Performa 

Here we look at the process for configuring Performa in the specific case of a free proxy 
integrated with a Windows server with Active Directory. For a more general overview on how to 
configure integration of proxy servers and Active Directory / LDAP servers in Performa, refer to 
the user guide or help file. 

This process consists of: 

1. Configuring the connection with the Active Directory LDAP server for identification. 

2. Registering the proxy server (configured in the previous section) as the element 
responsible for authenticating traffic. 

3. Adding a specific configuration to be applied by Performa to certain users. 

4. Adding a protection profile, which specifies to which users Performa will apply the 
configuration defined in the previous point. 

 

These steps are now described in more detail: 

1. In Definitions Ÿ LDAP sources management, add a new LDAP server: 

 



2. Configure the following parameters (see the image below): 

 Name: As chosen by the user. 

 IP address: The address of the server on which the proxy is installed. 

 BaseDN: The domain name converted to LDAP format. The domain name can 
be consulted in the Windows servers Ÿ My Computer, Properties Ÿ Computer 
Name. To convert it, just add ñdc=ò before each component, and separate them 
with commas. For example, the domain name: 

mydomain.local 

would be: 

dc=mydomain,dc=local 

 Type of server: select Active Directory. 

 BindDN: This is the BaseDN preceeded by a user name with read permissions in 
the directory, for example, the administrator: 

cn=Administrator,cn=Users,dn=mydomain,dn=local 

 Password: The password of this domain user. 



 

 

3. In Definitions Ÿ LDAP sources management, click Add to register the proxy server in 
Performa: 



 

 

4. Configure the following parameters (see the image below): 

 Name: As chosen by the user 

 IP address: The IP address of the Windows server. 

 Protocol: HTTP. 

 Validation server: Choose the one configured in point 2. 

 



 

 

5. In Configuration by profiles Ÿ Settings management, add a new configuration: 

 



 

6. Configure the following parameters (see the image below): 

 Name: As chosen by the user 

 Configurable modules: Those modules chosen will be configurable specifically for 
certain users. If any module is not selected, the general settings will be used. 

 

 

7. Click Edit settings to personalize the configuration. This step is not described in this 
guide. Refer to the Performa user guide or help file for more information. 

8. In Configuration by profiles Ÿ Protection profile settings, add a new profile: 



 

 

9. Configure the following parameters (see the image below): 

 Profile name: As chosen by the user. 

 Apply to:  

 Select Users. 

 Select User group.  

 Select the group of users to which the profile will apply from the drop-
down list. Previously, in the Windows server, you must have grouped the 
users to which Performa will apply a different filter policy in a domain 
group. The drop-down list should display all groups available in Active 
Directory. If not, check point 2. 

 Settings: Select the configuration created in points 6 and 7. 

 

 



 

 



10. End. Following the names used in the examples, from this point, the configuration called 
ñRestricted Internetò will only be applied to employees in the Marketing Dept. 

 

5. Networks without Active Directory 

For networks without a central Windows server with Active Directory, although there are some 
limitations, it is also possible to use a combination of Performa with the free proxy to apply 
different security policies to users. 

 

5.1 Configuring the proxy 

In this case, as part of the process of configuring the proxy, administrators have to create a list of 
user names and passwords manually. The proxy, before allowing access to the Internet, will 
request the user name and password.  

A continuación se describen los pasos a seguir en el ordenador donde está instalado 
FreeProxy©: 

1. Open the proxy server control panel: Start menu Ÿ Programs Ÿ FreeProxy Control 
Center. 

2. First you have to add the users. Click Users: 

 

3. In this screen, click Add to add a new group of users: 



 

4. Choose a name for the group, for example ProxyUsers: 

 

5. Click Done. 

6. In the list of users, select Users, and click Add, to add a new user. 

 

 

 

 

 

 

 

 



 

 

7. Enter the username and password: 

 

8. Click Done. 

9. Assig the user created to the ProxyUsers group. To do this, in the user list screen click 
the name of the group and then Add: 

 



The result should be as follows: 

 

10. Repeat steps 6 to 9 for every user you want to add. Once you have added all the users, 
click Done. 

11. Now go on to configure authentication. In the main screen, double-click Port. 

 

12. Configure the following parameters in the new screen: 

 Client Port: 80. 

 Select Use HTTP Authentication. 

 Select Basic. 



 Select Digest. 

 Enter any text in the Realm box. 

 

13. Click Permissions... 

14. This takes you to a new screen with a list of authentication rules. Click Add Resource. 
This takes you to a new screen. Click Add Resource. 

 

15. This goes to a new screen to create the authentication rule which will grant access to 
authenticated users. To do this, configure the following parameters (see image): 

 In the Type drop-down menu, select HTTP Proxy Service. 



 Select the option Granted. 

 In the list "for this user group..." choose ProxyUsers (or the name of the group 
chosen in point 4). 

 Select User must authenticate to gain access to this resource. 

 

16. Click Done. 

17. Click Add Resource. 

18. This time, create an authentication rule that denies access to non-authenticated users. 
Configure the following parameters (see image): 

 In the Type drop-down menu, select HTTP Proxy Service. 

 Select the option Forbidden. 



 

19. Click Done. The list should appear as follows: 

 

20. Click Done.  

21. You will see the following warning. Click Yes. 

 

22. For the configuration to take effect, you will have to start the service. In general, 
whenever there is a change to the configuration, the service will have to be restarted. 
In the main screen, click Start/Stop: 

 



23. Click Start: 

 

24. You will be asked for confirmation. Click OK. 

 

25. End. 

5.2 Configuring Performa 
 

Here we look at the process for configuring Performa in the specific case of a free proxy 
configured without any reference to an Active Directory server. For a more general overview on 
how to configure integration of proxy servers in Performa, refer to the user guide or help file. 

This process consists of: 

1. Adding the users. 

2. Registering the proxy server (configured in the previous section) as the element 
responsible for authenticating traffic. 

3. Adding a specific configuration to be applied by Performa to users. 

4. Adding a protection profile, which specifies to which users Performa will apply the 
configuration defined in the previous point. 



These steps are now described in more detail: 

 

1. In Definitions Ÿ User management, you have to replicate, one by one, all the users 
created in the proxy (steps 6-9 of Configuring the proxy): 

 

 

2. Configure the following parameters (see the image below): 

 Name: As chosen by the user. 

 Email address: As chosen by the user. 

 User name: This must correspond to the one entered in the proxy (important). 



 

 

3. Steps 1 and 2 must be repeated for each user created in the proxy.  

4. In Definitions Ÿ User management, create a new user group: 



 

 

5. Configure the following parameters (see the image below): 

 Group name: As chosen by the user. 

 Local users: Select all the users entered in the previous steps. 



 

 

6. The list of users and local groups should look like this: 



 

 

 

11. In Definitions Ÿ LDAP sources management, click Add to register the proxy server in 
Performa: 



 

 

12. Configure the following parameters (see the image below): 

 Name: As chosen by the user 

 IP address: The IP address of the Windows server. 

 Protocol: HTTP. 

 Validation server: localusers. 

 



 

 

13. In Configuration by profiles Ÿ Settings management, add a new configuration: 

 


